Enrollment Management (EM), in partnership with the Division of Information Technology (DoIT), developed a comprehensive Student Records Document and Data Retention and Disposal Protocol. This initiative establishes clear standards for the secure collection, storage, retention, and disposition of student records, aligned with institutional policy, legal requirements, and data governance best practices.
The framework and implementation plan are currently being operationalized across systems and offices. As this work progresses, we are engaging in careful review to ensure consistency, compliance, and clarity in how student data is managed throughout the enrollment lifecycle.
In general, the protocol ensures that student records are:
· Retained long enough to meet operational, legal, and regulatory requirements,
· Managed within secure, approved systems, and
· Disposed of in a controlled and responsible manner once their retention period has been satisfied.
As custodians of sensitive student information, we take our responsibility to safeguard privacy, maintain data integrity, and retain records only as long as they serve legitimate academic, administrative, or regulatory purposes seriously. Our phased approach reflects a commitment to continuous improvement and responsible stewardship.  
For questions regarding the EM Student Records Document and Data Retention and Disposal Protocol, please contact the Vice Provost for Enrollment Management and Planning at enrollment@umbc.edu.

